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Cross-Modal Semantic Alignment-Based Method for Detect-
ing Text-Image Consistency in Telecom Fraud

Abstract: With the advancement of generative Al, telecom fraud is increasingly exhibiting visual and composite
trends. Fraudsters combine forged images, such as transfer screenshots and official documents, with misleading text to
form "text-image contradiction" scams, posing significant challenges to traditional detection systems. To address this
issue, this paper proposes a deep cross-modal semantic alignment-based method for detecting text-image consistency.
The method first employs a fine-tuned YOLOvVS model to localize and extract key visual elements, such as logos and
seals, from images, while simultaneously parsing key entities and fraudulent intents from the text. Subsequently, a pre-
trained CLIP model is utilized to encode the extracted visual regions and text information into the same semantic
space, obtaining comparable feature vectors. Finally, the semantic contradiction between text and images is quantita-
tively assessed by computing the cosine similarity of the visual and textual feature vectors combined with an adaptive
dynamic threshold. Experimental results on a self-built dataset of telecom fraud text-image pairs demonstrate that the
proposed method achieves an Fl-score of 92.7%, representing a 19.6% improvement over the feature concatenation
baseline. Furthermore, it exhibits good robustness against common adversarial interferences such as noise addition
and image cropping. This study provides an efficient and interpretable solution for automated, high-precision detec-
tion of hybrid telecom fraud involving both text and images.

Key words: Telecom fraud detection, Cross-modal alignment, Semantic consistency, CLIP, Object detection
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